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eport: 97.7% of tokens launched on Uniswap are rug
lis

:‘ DR Breakdown
' Uniswap registers the highest number of rug pulls in crypto history

The data demonstrate that 90% of locking contract tokens become malevolent or rug pulls

» [elebrities are behind most of the recent NFT rug pulls

r)‘IL.-I,,-I..A:.. bamrhimAalam i lhan micatiamm d+a kha Avidvcmmaalhs Alccciiiabliia Aam A AmmaaAtiiA- HP L 2t & A §) A AN S |


https://request-global.czilladx.com/serve/click.php?z=11463ad5239a2846331&c=99361202477a32f2320&d=dTBIZER5bU9QMDhlOUh2d3AzQStWOFlBMUZFaVFQeWtnTnNHdUFHWmMwcW9mekkvMFcrdzJ3S0JPbUxNdTIxY3BvVlc2UVc2dUxJWW5DRUZYZEhFQWZJNC9ydWhhWDE5MzJacjN2cEg0V2hkM2c4OEM5MnBoenRpNVRxL21qSy8xM1VvNFNkV0U2V2x0SURBelIvWW9FWDRERlRwODBiaVgwNXdWZklPR1ZnPQ&n=042a909b848567230aea1f491bd4d54bacbdb8a6dda38ab0ea3d86b9e3a6b3a9&integrity=eyJrZXkiOiIxNDhiYmI0ZjVmNGZjZjM2YzBlM2FhOTY5YWQ2ODRjYTZhNDJlNTRjYzE4NzI2YmY0Mjg4MGEwOTVkYTUwOGIyIiwidGltZXN0YW1wIjoxNjc1NzQ0NzUwLjE1OTYzNiwiaWRlbnRpZmllciI6IjZiYjE1YTRkY2U5MWYxMjU4Nzg0ZDNiYjk1YTUzNGJiM2JiNmY2YzY2NTUyZTQ4ZTc1OWU3MThiYjRkODk1NWQifQ
http://coinzilla.com/?utm_campaign=internal&utm_medium=infobutton
https://www.cryptopolitan.com/
https://www.cryptopolitan.com/
https://www.cryptopolitan.com/news/
https://www.cryptopolitan.com/news/industry-news/
https://www.cryptopolitan.com/author/florence/
https://www.cryptopolitan.com/news/blockchain/
https://www.cryptopolitan.com/news/ethereum-eth/
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjsuGZJqF9U2b8sxaEhOGwWUxGqae-VWFJq2N_P67jfa7TtwvqMfgnCqtse4m_jMfwK-n3C-Yiv6jArdgwpyLcNMSNR1ecLjQlkcvCUQu6BWby3YVMSOOM6K8B6UjpylFPE1VtsmApHJqODh_btg7bcTJsDBLQvsza4eIg78H8xYSMX5KkW-LfbehcVxvKRYF8sLl1RM46rFvsGfb4CVDzvvRS6M1yS2OBDhvbY7576todBCCXyDhpDDIkCA1g3wXPUqhYh8ZDMsOZSVYmeCZ5Nn5EmrsF0l9ZlXj1T4VVbkkIoj_5420JWvbedWTPSiqmQBghEwRoCaCaxGoCF2TuOJwIA8hW01NWlw_FPirwVAPIoCj4-HLAPVAesE5SYdGP4rDq_yrsaNSLMSIBLKHzFjMlWcOExkvBt-7g7w1vVk2SBmYb-PyLhrfcQhZjT3Z4-Tu7xkDMASHGm4wthX_zP9uOk9oBnTqvuxsUSNnyJg_2ZBzCmcPL5_iouUyrdfTVki31s2505nSo7MacxfOVwabg6Hv1PhnTAOq3w5I6Id6Lh6rgfdayHYyJlR1AdnfL1dNErWUxmqMLBRhu57QORfMD-trHkOL1GXDVtnD2mGWbY9_Xf-iSUk-eS61SJHHc-kfDTdBqZGNo0WyY2FV6UEiYIkX3mWc_8ZiaeBdwmFsHaQhk4OM7_1QTF3MjLeQyLkT2uwlA23DCvodVrEgDeH23Bvqhb4PiH7XtKdH_Hcqszi_W4vvY_SSYljehbzUHdmp7Z3etI5HrbsuuUwigrDQaUuJKSxXycA22UEM92y72WoxcWTHnGM6s9u2ZagvGmXoFeyGtFpMv9VYbgI7HcD8j7_2lQgsSJ5qS2B0q_nkv58Jj4yfoZ57hmuwdlK56M_EcMmrw0tN5CdUY8ywMwP2ZM0DecePbl85pTlTIKhjAd-ha6kl8ttcarriRQ3Td-zZFB2e3uWEaqyaNadiy_Y0rWSlcWcBOuBYNVZ_EAOM4Cxpl3YEO66gND0CQaZmqS2V0GkhtHoeTdEEIjWj_DsGuwqzIKz2SYdQFLAc-L5RESRHJBMDAGJolPygO3JBVmqWV3UFdSxS9ZAxYDGStgwFkNmcrPQ0wFi8VDOUG33L26rM4sN4oy2MR0JdmMfMmCDW3nKB1zglxI8Ods57VktHknSkPzxY6-2jGtyN_-o1tP7Omfj7D4CXAzpiLUHgjmeE3FCEP-ZF5gGdfgPB5rcPNc-5E_gVwW_G4a0xvam0FC1WOHRD&sai=AMfl-YRgSz9U6OmX2VBTMIuKWJP0araxOT82wSD5lCY_UmVwMt2YrwD9Q6qv7HnbmfPoTiS3Ka7Fv1nRyFgmf47rbZZ9zYDfuVPe9Ix8gLAqkmVAfFjfz-9KHd3dCU4lPabaA7iNl7sT-0PpP9tCO5I09m6eBVoKgUHjpgQmaZC8NacstdClJ1ouTQ0vpNKxqkag65Vuu5WGadgFw1pVvtCHGX2mj3GJQH2a8jFU0ukI11O0pY6voZaOI3ikG3uC9qC4IGjfhrYIHldv7Ht1hc4bM_v0W-cq5SisRi73&sig=Cg0ArKJSzGzDiStc6fR3&fbs_aeid=[gw_fbsaeid]&urlfix=1&adurl=https://www.bluehost.com/wordpress-plans/%3Futm_source%3Ddcm%26utm_medium%3Ddisplay%26utm_campaign%3Daffiliate-link_ppcprosp_PPC%26utm_affiliate%3Dppcprosp%26irpid%3D104%26clickid%3DP61C101S512N0B3A2D0E0000V101%26pb%3Dsignup_rtpromo%26source%3DIR%26dclid%3D%25edclid!

Case 1:22-cv-02780-KPF Document 83-7 Filed 02/06/23 Page 3 of 6

What are crypto rug pulls? In the crypto sector, a rug pull is a malevolent scheme in which developers
abandon a project and flee with investor funds. Typically, rug pulls to occur within the decentralized
finance (DeFi) ecosystem, particularly on decentralized exchanges (DEXs).

Note that decentralized exchanges like Uniswap set the pricing of tokens in a pool algorithmically based
on the available balances. Rug pulls can occur immediately after the introduction of a project, or they
may play out over a longer length of time, prolonging the investors’ pain.

Uniswap begets a bad reputation

Uniswap has evolved to become one of the most reputable crypto exchanges. The narrative, however,
has been completely tainted by the most recent rug pull report. Per the findings, 97.7% of tokens
launched on Uniswap were rug pulls.

We provide the most extensive labeled dataset of Uniswap rug pulls to
date, including the source code, the liquidity, the prices, the mint/burn,
and transfer events. The dataset includes all tokens from 04/05/2020
to 03/09/2021. In total, we labeled 26957 tokens as scams/rug pulls and
631 tokens as non-malicious.

Catalan researchers

In November 2018, Uniswap, the most significant decentralized exchange, was launched. More than
40,000 ERC-20 tokens are locked and tradable in the Uniswap system, with a total value of USD 7
billion. The report satisfies all requirements and eliminates the chance of inaccurate findings.

Following the extensive study, the final list contains 27,588 tagged tokens, of which 631 are non-
malicious, and 26,957 are malicious. Within the malicious, there are 24,870 rapid rug pulls and 2,087
events without LP Burn. The report reveals that there are far fewer benign tokens than harmful ones.
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In this paper, we expand the rug pull dataset of the paper to 27,588
tokens. To do this, we collected all Uniswap data until 03/09/2021 by
directly interacting with the Ethereum blockchain. In total, we labeled
26957 tokens as scams/rug pulls and 631 tokens as non-malicious.

Catalan researchers

The paper then identifies Unicrypt as the base for rug pulls. Unicrypt is a protocol that operates on top
of the Uniswap protocol that aims to provide a partial solution to rug pulls. The report empirically shows
that the majority of Unicrypt tokens are malicious.

745 tagged tokens employ Unicrypt, 725 are labeled malicious, and 20 are labeled non-malicious. Based
on these predictions, 2211 of the 2544 unlabeled Unicrypt tokens are projected to be malicious,
whereas 333 are predicted to be non-malicious.

On the basis of this theoretical framework, they developed a mechanism for identifying previously
conducted rug pulls. Unsurprisingly, they discovered that over 97.7% of the tokens were identified as
rug pulls. These rug pulls were all credited to Unicrypt. Here is a takeaway for crypto investors: the
analysis indicates that 90 percent of tokens using locking contracts will likely become a rug pull or
harmful token in the future.

Crypto rug pulls cases surge

As is commonly believed, the report demonstrates that the plight of users and smaller tokens are not
exclusive to BNB Chain. As the world of crypto expands rapidly, it should come as no surprise that
people are already investigating ways to exploit the new system.

Alawv \alaisie ﬂ ’
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97.7% of tokens listed on @Uniswap have been
classified as rug pulls.

Stay safe out there y'all.

1:35 PM - Oct 31, 2022 ®

Read the full conversation on Twitter

@ 47 @ Reply 2, Share

Read 4 replies

Scammers will follow the money wherever it goes. Certain characteristics of the DeFi ecosystem, like
the ease of producing and listing new tokens, have made it easier than ever to execute rug pulls.

As DeFi has opened an entirely new world of finance to millions of people across the globe, it has also
created new opportunities for scammers. The increase in Defi rug pulls should not be taken lightly. Here
was the start of crypto rug pulls:

OneCoin continues to claim the distinction as the largest crypto fraud and swindle to date,
notwithstanding its antiquity. The company, founded in 2014 by CEO Ruja Ignatova, intended to become
the next major cryptocurrency. After Ignatova’'s speech at London’s Wembley Stadium, the project
gained significant momentum. OneCoin was afterward able to accumulate millions.
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that the blockchain that would have supported the cryptocurrency never existed; instead, the currency
was built on a SQL server.

In recent times, most crypto rug pulls, particularly NFT rug pulls, feature Hollywood celebrities. An
independent on-chain analyst stated that celebrities advocating these projects would “at some point” be
held accountable for not being cautious enough in light of the prevalence of scams in the crypto realm,
particularly with NFTs.
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